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Appendix E

A SAMPLE ICT SECURITY RISK MANAGEMENT PROCESS

STEP 1
Set up a Risk Management
Committee

STEP 2
Identify the security issues (threat
or vulnerabilities) associated with
the department ICT environment

STEP 5
Identify the requirements or
necessary safeguards and counter
measures to reduce the impact of
identified threats to an acceptable
level

STEP 3
Analyse the impact of
those issues

STEP 4
Quantify the severity of the
risks or identified their
monetary impact

STEP 6
Implement
safeguards and
monitor
effectiveness

STEP 7
Prepare risk
management report
and include residual
risk and uncertainty
analysis


